MnaTtexu. Onnata 6aHKOBCKOW KapToil OHNaiiH

Halu cailT noAK/ItYeH K MHTEPHET-3KBaMPUHTY, 1 Bbl MOXeTe onnaTuTb Ycyry 6aHKOBCKOW KapTol
Visa nnu Mastercard. lNMocne noareepxaeHns BbiIopaHHOro ToBapa 1160 ycyrm OTKpoeTcs
3allLMLLEHHOE OKHO C MIaTeXHOW CTpaHuLeit npoueccrMHroBoro LeHTpa TipTop Pay, rae Bam
Heo6Xxo4MMO BBECTU AaHHble Balueli 6aHKOBCKON KapTbl. 15 4ONOHUTESTbHON ayTeHTUdmKaumm
JepxaTenia KapTtbl ucnosb3yetcda npotokon 3-D Secure. Ecnu Balw baHk-aMUTEHT noagepxusaeT
[aHHy0 TexHonoruo, Bel OyeTe nepeHanpas/ieHbl Ha ero cepBep 415 NPOXOXAEHWS
[LONOMHNUTENBHON naeHTUdMKaLMK. VIHhopmaLuio 0 npasuiax 1 MeTogax AOMNOoNHUTE TbHOM
naeHTudnkKauumn ytouHsaiite B baHke, BblgaBLleM Bam 6aHKOBCKYHO KapTy.

Ycnyra oHnaH-onnaTtbl OCyLWecTBSeTCs B COOTBETCTBUM C nNpaBuiaMu MexayHapoaHbIX NAaTeXHbIX
cucteM Visa n MasterCard Ha npyHumnax cobnigeHns KoHuaeHUnaibHOCTN 1 6e30nacHOCTU
COBepLUeHNs nnatexa, As15 3TOro UCMOo/b3yHTCA Camble akTyasibHble METO/bI NMPOBEPKU,
LInchpoBaHNs 1 Nnepefayun AaHHbIX MO 3aKpbITbIM KaHanam cBA3W. BBog faHHbIX 6aHKOBCKOW KapTbl
OCYLLECTBNSETCS B 3aLUMLLIEHHOM OKHE Ha MiaTexHoi ctpaHuue TipTop Pay.

B nons Ha niaTexHoi cTpaHuLe TpebyeTcs BBECTM HOMEP KapThl, UMs BlaZebLa KapTbl, CPOK
[OelicTBMA KapThbl, TPEX3HAYHbIN Kog 6e3onacHocTn (CVV2 ana VISA nnm CVC2 ana MasterCard). Bce
HeobXxoAMMbIe AaHHble 0TOOPaXKEHbI HA MOBEPXHOCTN GAHKOBCKO KapThbl.

CVV2/ CVC2 — 370 TpEx3HauHbIil kog 6€30MacHOCTU, HaXOAALWMIACA HA 060POTHOW CTOPOHE KapThl.

[anee B TOM e OKHe OTKpOEeTCs cTpaHuua Bauwlero 6aHka-amuTeHTa Ans Beoga 3-D Secure koga. B
C/yyae, ecin 'y Bac He HaCTPOEH CTaTu4HbIl 3-D Secure, OH 6yaeT OTNpaB/IeH Ha Ball HOMep
TenechoHa nocpeactsoM SMS. Ecnm 3-D Secure kog, kK Bam He npuwwesn, To crieqyet 06patuTcs B Ball
BGaHK-3MUTEHT.

3-D Secure — 3T0 camasi COBPEMEHHasi TEXHOMOTMA o6ecneyeHns 6e30NacHOCTY NaaTexei no
KapTam B CETV MHTEPHET. [M03BOSET OAHO3HAYHO UAEHTUMLMPOBATL NOA/IMHHOCTL AepXKaTens
KapTbl, OCYLLECTBASAOLLEINO ONepaLmio, U MakCUMaslbHO CHU3WTb PUCK MOLLEHHUYECKUX OnepaLyii no
KapTe.

FapaHTK 6e30nacHOCTU

MpoueccuHroBbli LeHTp TipTop Pay 3awpuiaet n obpabatbiBaeT gaHHble Balueil 6aHKOBCKOM kapThbl
no ctaHgapTty 6esonacHocty PCI DSS 3.0. MNMepegaya nHopmaumm B NAaTeXHbIi W03 NPOUCXOAUT
C NPUMEHeHNeM TexHonorum windposarma SSL. JanbHeliwasn nepegada MHopmaumm NponcxoanT
MO 3aKPbITbIM 6AHKOBCKUM CETAM, UMEILLMM HavBbICLUNI YPOBEHb HafexHocTu. TipTop Pay He
nepegaeT AaHHble Balleli kapTbl HAM 1 UHBIM TPETbMM NnLaM. 18 A0NOSHUTENIbHOM
ayTeHTUdMKaumMm gepxatenst kapTbl Ucnosb3yeTcs npoTokon 3-D Secure.

B cnyuae, ecnv y Bac ecTb BONpocChl N0 COBEPLUEHHOMY NaTexy, Bbl MOXeTe 06paTUTbCS B C/YXOY
NOAJIEPXKN KNMEHTOB NIATEXHOrO CepBuca No 3/1eKTPOHHOI noyTe support-kz@tiptoppay.inc.

Be3onacHOCTb OH/MalH-NIaTeXen
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MpepoctaBnsemast Bamu nepcoHasibHast MHpopmaumsa (Mms, agpec, TenedoH, e-mail, Homep
KpeauTHOW KapTbl) ABNSETCA KOH(IUAEHLMaIbHOM U HEe NOANEXUT pasrialleHnto. JaHHble Baluei
KpeaWTHOR KapTbl NepefatoTcs TOMbKO B 3anMiPOBaHHOM BUAE U HE COXPaHATCA Ha Halem Web-
cepsepe.

BesonacHocTb 06paboTkn NHTepHeT-nnatexei rapaHTupyeT TOO «TipTop Pay Kazakhstan». Bce
onepaummn ¢ nnaTexHbIM1 KapTamm NponcxXoaaT B COOTBETCTBMM € TpebosaHusaMK VISA International,
MasterCard v gpyrux nnatexHbix cuctem. MNpu nepegade MHopmaL M NCNob3yTCA
crneLnanm3vpoBaHHble TEXHONOMMM 6e30MacHOCTY KapTOYHbIX OHlaliH-NnaTexen, 06paboTka AaHHbIX
BefeTcs Ha 6e30MacHOM BbICOKOTEXHO/IOTMYHOM CepBepe MPOoLLECCUHIOBON KOMMaHNN.

Onnata nnarexHbIM1 KapTamm 6e3onacHa, NOTOMY 4TO:

e CucTtema aBTOpU3aLMM rapaHTMpyeT NOKynaTesito, YTo naaTexHble PeKBU3UTbI ero naaTeXxHonm
KapTbl (HOMep, cpok aelictens,, CVV2/CVC2) He nonaayT B Pyk/ MOLLEHHMKOB, Tak Kak 3Tu
[JaHHbIe He XpaHATCA Ha cepBepe aBTopu3aLmn 1 He MOryT ObITb MOXMLLEHbI.

e [lokynartesib BBOAUT CBOW NaTeXxHble AaHHble HEMOCPELCTBEHHO B CUCTEME aBTopu3aLmm
TipTop Pay, a He Ha cailTe UHTepHeT-MarasuHa, c/iefoBaTesibHO, NaTeXHble PEKBU3UTHI
KapTOUKM MoKynaTens He ByayT AOCTYMHbI TPETLUM JIMLaM.
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